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13. THIS BLOCK APPLIES ONLY TO AMENDMENTS OF SOUICITATIONS
—
D The above numbered solicitation is amended as set forth in Block 17. The hour and date specified for receipt of offers D 1S EXTENDED IS NOT EXTENDED

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation, or as amended by one of the following methods:

{a) By signing and returning copies of this amendment; (b) by acknowledging receipt of this amendment on each copy of the offer submitted; or (¢} By separate letter or telegram which
includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE ISSUING OFFICE PRIOR TO THE HOUR AND DATE
SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER if by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter

provided such telegram or letter makes reference to the solicitation and this amendment,and is received prior to the opening hour and date specified.

14, THIS BLOCK APPLIES ONLY TO MODIFICATIONS OF CONTRACTS

THIS CHANGE IS ISSUED PURSUANT TO
THE CHANGE SET FORTH HEREIN ARE MADE TO THE ABOVE NUMBERED CONTRACT/ORDER.

’:] THE ABOVE NUMBERED CONTRACT IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (Such as changes in paying office, appropriation data, etc.) SET FORTH HEREIN.

THIS SUPPLEMENTAL AGREEMENT (S ENTERED INTO PURSUANT TO AUTHORITY OF
IT MODIFIES THE ABOVE NUMBERED CONTRACT AS SET FORTH HEREIN.

@ THIS MODIFICATION IS ISSUED PURSUANT To _FAR 52,2042 "SECURITY REQUIREMENT"
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1. Pursuant to FAR 52.204-2, “Security Requirements”, of the basic contract F33657-95-
D-2967 thereto, said contract is hereby modified to incorporate Revision 02 Contract
Security Classification Specification, DD Form 254, dated 23 May 1997 attached hereto
and made part hereof, at no change in total amount. Asa result of this revision, the
facility clearance for this contract is upgraded from Secret to Top Secret.

a. SECTION J - List of Attachments

Document Title and Date No. of Pages
Atch Nr. 2 Revised DD Form 254 entitled 9

“Security Classification
Specification” dated 23 May 1997
(Revision 02, Expiration date

31 August 1997)
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DEPARTMENT OF D..<NSE 1. CLEARANCE AND SAF. . _4DING iPege [ ey g
CONTRACT SECURITY CLASSIFICATION SPECIFICATION a. FACILITY CLEARANCE REQUIRED
TOP SECRET
{The requirements of the Dol Industrial Secunty Manual apply b.LEVEL OF SAFEGUARDING REQUIRED
to all security aspects of this effort) SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (X and complete as applicable)

X a. PRIME CONTRACT NUMBER ORIGINAL [Complete date in 2l , Date /YYMMoD)
a omplete date in all cases)
F33657-95-D-2967 Exp Date: 97-08-31 96 02 29
b. SUBCONTRACT NUMBER X b. REVISED /Supersedes Revision No. Date (ryMMOD}
all previous specs) 2 97 05 23
¢ SOUCITATION OR OTHER NUMBER DUE Date (yyMmoo/ . Date /YYMMOD)
c. FINAL {Complete Item 5 in all cases)
4.1S THIS A FOLLOW-ON CONTRACT? 1 ves | X | No. if Yes, complete the foflowing:
Classified material received or generated under {Preceding Contract Number/ is transferred to this follow-on contract
5.1S THIS A FINAL DD FORM 2547 [ Tves | X | No. it Yes, complete the following:
In response to the contractor's requested dated , retention of the identified classified material is authorized for the period of
6. CONTRACTOR (include Commercial and Government Entity {CAGE] Code)
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
SEMCOR, Inc. 4M919 Northeast Region, DIS
815 East Gate Drive Mid-Atlantic Sector
Mount Laurel NJ 08054-1240 Kings Highway North
Cherry Hill, NJ 08034-1908
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZiP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE Name, Address, and Zip Code/
N/A N/A N/A
8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zjp Code/
N/A N/A N/A
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Specialized Comptroller Functional Support
10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO | 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
a HAVE ACC 0 CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S FACILITY O VERNMENT x
. COMMUNICATIONS SECURITY {COMSEC) INFORMATION X ACTIVITY
5. RESTRICTED DATA x b. RECEIVE CLASSIFED GOCUMENTS ONLY X
c.  CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | BECENE AND GENERATE CLASSIFIED MATERIAL X
4 FORMERLY RESTRICTED DATA D |4 FABRICATE, MODIFY, DR STORE CLASSIFIED HARDWARE X
s.  INTELLIGENCE INFORMATION e.  PERFORM SERVICES ONLY X
N i X f. HAVE ACCESS 10 U.S. CLASSIFIED INFORMATION DUTSIDE THE U.S. PUERTD RICD, U.S. POSSESSIONS AND X
{1) Sensitive Compartmented Information (SCI) TRUST TERRITORIES
X 9 BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER X
12) Non-SC! SECONDARY DISTRIBUTION CENTER _
f.  SPECIAL ACCESS INFORMATION X | n REQUREACOMSEC ACCOUNT X
o NATOINFORMATION D | i HAVE TEMPEST REQUIREMENTS X
b FOREIGN GOVERNMENT INFORMATION X i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i LIMITED DISSEMINATION INFORMATION X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
i FOR OFFICIAL USE ONLY INFORMATION X 1 omheR ipeciry Notification of Government Security is
k. OTHER (Specityl Required.

DD Form 254, DEC 90 (EF-V1) (perrorm Paoy

Previous editions are obsolete.
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12. PUBLIC RELEASE. any mformation (clessified o unclassifd) p. L this contract shall not be released for public dissemination except as providet ¥y the Secunty Msnual or unless it has been approved for publc reiease by
appropriate Government suthorrly. Proposed public relesses shall be submitted for approval prior to releass

L_] Direct LLJ Through (Specity):
ASC/PA, Building 14
1865 4th Street, Suite 15
Wright-Patterson AFB, OH 45433-7129

Public release of Sensitive Compartmented Information (SCI) is not authorized.
{0 the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defenss {Pubic Atfairs) for review.
In the case of non-DoD Usar Agencies, requests fo¢ disclosure shall be submitted to that sgency.
13. SECURITY GUIDANCE. The security classification guidance need for this classified effort is wdentified below. 1f any difliculty is encountered in applywg tus guidance or if anry olher Conlributing fector indicates 2 need for changes in this guidance,

the contractor is suthorized and encouraged to provide recommended changes; 1o chalienge the guidence or the classification assigned to any inf of materal furished or generated under this contract; and to subeet any questions for mterpratation
of this gudance to the official identified below. Pending final decision, the information involved shall be handled and protected st the highest leve! of classifs assagned of rec ded. (Fi in as appropriate for the ciassified effoct. Attach, or forward
d any dc fpuideli ferein. Add addktionsl pages as needed to provide complele guidance.)

under separate corresp

This is a task order contract, each individual task which requires access to classified information will require a separate and
specific DD Form 254. :

The National Industrial Security Program Operating Manual (NISPOM), January 1995, applies.

Ref Blk 10a and 11h: COMSEC and/or cryptographic requirements apply. See DoD 5220.22-S for details.

Ref Blk 10e(2): General Intelligence Material/Foreign Disclosure applies. See addendum.

Ref Blk 10j: FOUO applies. See addendum.

Ref Blk 11c: The contractor will require access to classified source data up to and including Top Secret in support of this work.

Any extracts or use of such data will require contractor to apply derivative classifications and markings consistent with the source
from which the extracts were made. Classification, declassification and markings will be in accordance with Executive Order

12958.
Ref Blk 11i: TEMPEST requirements apply. See addendum.

Ref Blk 111: The Notification of Government Security Activity and Visitor Group Agreement applies. See contract clause for
details.

Functional area
for Basic DD Form 254: Mr. Carl A. Conley, ASC/FMP, (937)255-5680.

Evaluator: -
(SEE CONTINUATION PAGE)
14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, i addition to ISM requirements, are established for this contract. fif Yes, adentify l X Yes l l No
the pertinent contractus] clauses in the contract document itself, or provide an appropriate wiich dentifies the additional requi s. Provide

2 copy of the requirements to the cognizent security office. Use ltem 13 if additional space is needed)

Ref Blk 10e(1) SCI requirements apply. See addendum.

15. INSPECTIONS. Elements of this contract are outside the inspection responsibiity of the cognizant security office. fif Yes, dentify specific X Yes I No
areas or elements carved out and the activity responsible for inspections. Use ltem 13 if additsonal space &5 needed)

Ref Blk 10e(1): SCI requirements apply. See addendum.
Ref Blk 11L: ASC/SYSI will maintain security cognizance for all task orders that require on-base effort.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated
under this classified effart. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE /finckste Area Code/

Margaret Yarrington Contracting Officer (937)255-7003
d. ADDRESS /finchude Zip Code) 17. REQUIRED DISTRIBUTION
ASC/CDS F C OO X commracios

4 LD o
1970 Monahan Way AN N b, SUBCONTRACTOR
Wright-Patterson AFB, OH 45433-1208 LCON DDA T AL X |« coomzant szcuRiTy OFFice For PRME AKD SUBCONTRACTOR
e. SIGNATHRE . VUURUImInTivia & US. ACTIVITY SESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
! / ’)P NS l\ HRY X | & ADMINISTRETION CONTRACTING OFFICER
//'//{//747// //74/“’7/7Z b-U ! ‘ ;"' ‘ X |1 orners asnizessany ASC/SYST, ASC/CVS/SS0

orm s pf er) M
DDF 254 05{90 (REVERSE) (FF-V 1) (PerF ORMAPRO) j]//]ﬁ(/q?}} . ‘%‘ﬁ
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CONTINUATION PAGE
F33657-95-D-2967

ACO Address: DCMAO Philadelphia
P.O. Box 7699
Philadelphia PA 19101-7699
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ADDENDUL FO DD FORM 254 ey 4 ef 9
25 February 1997

SENSITIVE COMPARTMENTED INFORMATION CLAUSES
(SCIF NOT REQUIRED)

The following controls will apply to Sensitive Compartmented Information (SCI)
provided under this contract:

1. Item 14: USAFINTEL 201-1, DOD TS-5105.21-M-1, DCID 1/14 and 1/21, and DIAM 50-5
provide the necessary guidance for EMSEC (emission security), physical, personnel and
information security measures and is part of the SCI security specifications for the contract.

2. Ttem 15: This contract requires access to SCI. The National Air Intelligence Center (NAIC)
Special Security Office (SSO) has exclusive security responsibility for all SCI released to the
contractor or developed under this contract. The Defense Intelligence Agency (DIA), or its
designee, shall be responsible for all inspections of the contractor to insure compliance with SCI
Directives/Regulations. All SCI will be handled in accordance with security requirements
furnished by the Aeronautical System Center (ASC) SSO, located in ASC/CVS.

3 SCI will not be released to contractor employees without the specific release approval by the
originator of the material as outlined in the governing directives and based on prior approval and
certification of "need to-know" by the contract monitor, Mr. Steven M. Davis, ASC/RAH,
(937)255-3695.

4. Names of contractor personnel requiring access to SCI and justification for SCI billets will be
submitted to the ASC SSO after contract monitor approval/concurrence. Upon receipt of written
approval from the contract monitor, the Contractor Special Security Officer (CSSO) may submit
the necessary forms to DISCO for a Single Scope Background Investigation (SSBI) for those
personnel nominated for SCI access in accordance with the National Industrial Security Program
Operating Manual (NISPOM).

5. Inquiries pertaining to classification guidance on SCI will be directed to the contract monitor
listed in 3 above.

6. All SCI furnished to the contractor in support of this contract remains the property of the
Department of Defense, or the agency or command that releases it. Upon completion or
cancellation of the contract, SCI furnished will be returned to the NAIC SSO.

7. This contract requires that __ 2 SCI contract billets be established in order to fulfill
the contractual obligations incurred. Access will be granted by the sponsoring government
agency. Upon completion or cancellation of the contract, the CSSO will debrief all personnel not
required for contract close-out and those billets will be disestablished.

8. Access will be granted only at the sponsoring agency and other accredited SCI Facilities
(SCIF) as approved by the government Contract Monitor..
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ADDENDUM TO DD FORM 254

December 1995/Corrected 26 June 1996

FOR OFFICIAL USE ONLY
The following procedures will be used to protect FOR OFFICIAL USE ONLY (FOUO) information.

1. HANDLING: Access to FOUO material shall be limited to those employees who need the material to do their jobs. The FOR
OFFICIAL USE ONLY marking is assigned to information when created by a DOD User Agency. FOR OFFICIAL USE ONLY
is not a classification, but requires extra precautions to ensure it is not released to the public.

2. MARKING:

a. Mark an unclassified document containing FOUO information "FOR OFFICIAL USE ONLY" at the bottom of each page
containing FOUO information and on the bottom of the front page or front cover (if any) and on the back of the last page and on the
back cover (if any).

b. In a classified document, mark:

- An individual paragraph that contains FOUO, but not classified information, by placing "(FOUO)" at the beginning of
the paragraph.

- The top and bottom of each page that has both FOUO and classified information, with the highest security classification
of the information on that page.

- "FOUO" at the bottom of each page that has FOUO but not classified..

- If a classified document also contains FOUO information or if the classified material become FOUO when declassified,
place the following statement on the bottom of the cover or the first page, under the classification marking: "NOTE: If
declassified, review the document to make sure material is not FOUO and not exempt under AFI 37-131 before public release.

c. Mark other records, such as computer print outs, photographs, films, tapes, or slide "FOR OFFICIAL USE ONLY" so that
the receiver or viewer knows the record contains FOUO information.

d. Mark each part of a message that contains FOUO information. Unclassified messages containing FOUO information must
show the abbreviation "FOUO" before the test begins.

e. Make sure that documents that transmit FOUO materials call attention to any FOUO attachments.

f. Any FOUO material released to a contractor by a DOD User Agency must have the following statement on the front page or
cover: THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY DISCLOSURE UNDER THE
FREEDOM OF INFORMATION ACT. EXEMPTION(S) APPLY.

3. STORAGE: To safeguard FOR OFFICIAL USE ONLY records during normal duty hours, place them in an out-of-sight
location if your work area is accessible to persons who do not have a valid need for the information. After normal duty hours,
store FOUO records to prevent unauthorized access. File them with other unclassified records in unlocked files or desks when
internal building security is provided. When there is not internal security, locked buildings or rooms usually provide adequate
afterhours protection. For additional protection, store FOUO material in locked containers such as file cabinets, desks, or
bookcases. Expenditure of funds for security containers or closed areas solely for the protection of FOUO data is prohibited.

4. TRANSMISSION: FOUO material shall be transmitted by the same methods as other UNCLASSIFIED material. Discussion
of FOUO material on the telephone is authorized if necessary for performance of the contract. FOUO information may be
transmitted over telephone lines in digital form, by telecopies, or by other DSN teletype lines without encryption.

5. RELEASE: FOUO information shall not be released outside the contractor's facility except to representatives of the DOD.

6. DESTRUCTION: When no longer needed, FOUO information may be disposed of by an method which will preclude its
disclosure to unauthorized individuals.
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ADDENDUM TO DD FORM 234
22 October 1996

GENERAL INTELLIGENCE MATERIAL/FOREIGN DISCLOSURE

1. Speehlkequimforcmuﬂmdrordgnlntdﬁmmwiﬂ. In addition to the

i mmfmcwmmamom.mmmwm-mup
additional requirements and controls for intelligence in the possession of contractors. The
Contractor must:

a. Masintain control of all intelligence materials released in his or her custody in accordance
with DOD 5220.22-M, the National Industrial Security Program Operating Manual (NISPOM),
January 1995, paragraphs 5-200, 201 and-202 for control. Contractor agrees that all intelligence
material released, all reproductions and other material generated (including reproductions) are the
propesty of the US Government.

b. Mu‘ninoomolofallmproduwdimclligcnocdaminmesamnmnnaasmeorigiml.

" ¢. Destroy intelligence materials in accordance with approved methods identified in the
NISPOM.

d. Restrict access to those individuals with a valid need-to-know who are actually providing
services under the contract. Further dissemination to other contractors, subcontractors, or other
government agencics and private individuals or organizations is prohibited unless authorized in
writing by the Contracting Officer’s Representative (COR) with prior approval of
ASC/NAIC/POA.

e. Not release inelligence data to foreign nationals or immigrant aliens, regardless of their
security clearance or contract status, without advance written permission from COR, Foreign
Disclosure Policy Office (ASC/SYSRY), and ASC/NAIC/POA.

f Ensure that cach cmployee having access to intelligence material is fully aware of the
special security requirements for this material.

2. Retursing Intelligence to the Air Force. Contractors must return intelligence data to the
COR at the termination or compiction of a contract uniess the COR has provided written approval
for the contractor to retain for an additional two years. If retention is required beyond the two
ywwb&&ummmmmmmdwcdwwﬁmmﬁonmmmm
COR. If the COR granis retention authority, he or she must provide a copy of the written
appeoval 0 ASC/NAIC/POA. :

3. Release Of Classified and Unclassified Information to Foreign Government and Their
Represeniatives. Any military activity or defense contractor receiving a request from a foreign
government, Of a representative thereof, for intelligence data about this program, shail forward
the request to ASC/SYSR and ASC/NAIC/POA. Information relcased under Foreign Military
Sales (FMS) must comply with the specific USAF disclosure guidance issued for the specific FMS
customer.

l“)og( é y{“
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ADDENDUM . U DD FORM 254 Page 7 c¢f g
21 August 1996
USE OF SPECIAL INTELLIGENCE MARKINGS

1. Authorized Control Markings of Intelligence Information

a. "Dissemination and Extraction of Information Controlled by Originator (ORCON)".

This marking is used only on classified intelligence that clearly identifics or would reasonably
permit ready identification of intelligence sources or methods that are particularly susceptible to
countermeasures that would nullify or measurably reduce their effectiveness. It is used to enable the
originator to maintain continuing knowledge and supervision of the further use of intelligence beyond the
original dissemination. This control marking may not be used when an item of information will reasonably
be protected by use of any other markings specified herein, or by the application of the "need-to-know"
principle and safeguarding procedures of the security classification system.

b. "Not Releasable to Foreign Nationals (NOFORN)"

This control marking is used to identify classified intelligence material that may not be released in
any form to foreign governments, foreign nationals, or non-US citizens without permission of the US
Government originator, and then only when released in compliance with the National Disclosure Policy.

¢. "Authorized for Release to (Name of country(ies)/intemnational organization"

This marking is used to identify classified intelli gence material that the US Govemment Originator

has predetermined to be releasable or has been released through established foreign disclosure channels to

the indicated country(ies) or organization.

2. Procedures Governing Use of Control Markings

a. Any recipient desiring to use intelligence in a manner contrary to the restrictions established by the
control markings set forth above, shall obtain the advanced permission of the originating agency. Such
permission applies only to the specific purposes agreed to by the originator and does not automatically
apply to all recipients. Originator will ensure that prompt consideration is given to recipients’ requests,
with particular attention to reviewing and editing if necessary, sanitized or paraphrased versions to derive a
text suitable for release subject to lesser or no control markings.

b. The control markings authorized above shall be shown on the title page, front cover, and other
applicable pages of documents, incorporated in the text of electrical communications, shown on graphics,
and associated (in full or abbreviated form) with data stored or processed in automatic data processing
systems. The control markings also shall be indicated by parenthetical use of the markings abbreviations at
the beginning or end of the appropriate portions. If the control markings apply to several or all portions,
the document may be marked with a statement to this effect rather than marking each portion individually.

c. The control markings in paragraph one (1) shall be individually assigned at the time of
preparation of intelligence products and used in conjunction with security classifications and other
markings specified by EO 12958 and its implementing ISOO Directive. The markings shall be carried
forward to any new format in which the same information is incorporated including oral and visual
presentations.

Current Guidance
Implementation of DCID 1/7, 16 Apr 96, Postponed.
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ADDENDUM TO DD FORM 254
Revised 31 October 1996

EMISSION SECURITY (EMSEC) REQUIREMENTS
(FORMERLY TEMPEST REQUIREMENTS)
FOR CLASSIFIED PROCESSING

1. The contractor shall provide vulnerability assessment data to the contracting officer in the
form of an EMSEC Security Assessment (ESA). The reply should provide specific responses to
the areas covered in paragraphs A through C depending on level of classified processing. A
contractor's Standard Security Plan is unacceptable as a "stand-alone" response. This
information will be used to complete the ESA of the contractor's facility, to be performed by the
government EMSEC professional IAW Air Force EMSEC directives. _

2. When any of the information required in paragraphs A through C below changes (such as
location or classification level), the contractor shall notify the contracting officer of the changes
so a new ESA may be accomplished. The contractor shall submit to the Program Management
Office (PMO) a new ESA, identifying the new configuration, at least thirty (30) days before the
changes occur; the contractor shall not commence classified processing in the new configuration
until receiving approval to do so from the contracting officer.

A. SYSTEM DESCRIPTION

(1) SYSTEM/FACILITY: Full name and address of company submitting request and
RFP/contract number and duration. Also provide a brief title identifying the overall system or
facility (e.g., XYZ Missile word processing system, ABC aircraft interactive graphics system,

etc).

(2) LOCATION; Identify the address (including city, state, zip code, facility, building
and room number) where the system or facility is located. Further identify any other
contractor/company/agency located with 200 meters of the facility (building, room or office
where classified processing is taking place.)

B. RESPONSIBLE PERSONNEL.:

(1) SECURITY OFFICE/MANAGER: Provide name, title, office symbol, and
telephone number. Include the same for the company appointed EMSEC Authority, if applicable.

(2) SYSTEM CUSTODIAN: If different from above, provide name, title, office symbol
and telephone number.

C. OPERATIONAL RISK: Identify the highest level of classified processing.
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ADDE. UMTO DD FORM 254
Revised 31 October 1996

ADDENDUM TO DD FORM 254

FOR PROCESSING INFORMATION
‘ D. TOP SECRET

3. The following additional information is required for Top Secret information.

A. OPERATIONAL RISK (CONT): Further identify classified processing levels by
estimated hours per day/month for each level, and a percentage of total material processed (e.g.,
10% Top Secret; 55% Secret; 20% Confidential; 15% unclassified) for each level.

B. TECHNICAL RISK:

(1) Red/Black Installation: Describe what measures have been taken to comply with
Red/Black separation/installation criteria of AFSSM 7011. Have processors processing Top
Secret information been installed IAW Red/Black criteria? Was Red/Black criteria implemented
during the facility design/construction/modification? If so, provide details. '

(2) Physical Control Space: Identify the radius, in meters of the Physical Control Space
(PCS) available around the system, equipment or facility. Describe the barriers, doors, fences.
walls, etc., that define the PCS. Describe the control exercised over the PCS during duty and
non-duty hours. Describe other factors which contribute to control such as visitor procedures,
escort requirements, searches of personnel and/or vehicles, etc.

(3) PCS Breaches: Identify the type and location relative to the system of any unfiltered
telephone or communications lines, underground or unfiltered power lines, conduit, heating and
air conditioning, water pipes, etc., that transgress the established PCS.

(4) Building Construction: Describe the building in which the system is housed, e.g.,
concrete block walls, aluminum doors, no window, etc.

(5) Equipment: List the manufacturer and exact model number, nomenclature (terminal,
disk drive, video system, etc) and quantity of each piece of equipment involved in classified
processing. Do not provide a complete inventory of all the company's processing equipment.

4. EMSEC is applied on a case-by-case basis and further information may be required to
complete the ESA; should this be the case, the contractor shall provide this information to the
contracting officer when requested.

5. The prime contractor shall ensure that all subcontractors and/or vendors comply with EMSEC
requirements when performing classified processing related to this contract. They will provide
the above documentation through their prime to the contracting officer to complete the ESA.

6. Classified processing shall not be done until the EMSEC approval is provided by the
contracting officer and the AIS procedures have been approved by the Defense Investigative

Service (DIS).

ey G (.{ (}



